3.7.3.3.

ENGELSK
Digital Literacy

ETHICAL BEHAVIOR ONLINE

Velkommen til School To Go og dagens undervisning!

Dette er et forlgb i faget “Engelsk” om “Digital Literacy” i tre episoder, med de tre

temaer: “Cybersecurity Basics”, “Digital Footprint Awareness”, og til sidst “Ethical
Behavior Online ". Der vil bade veere lytte-tekster og gvelser i episoderne.

Introduction

As we spend more and more time online, it's really important to talk about how we
can be our best selves on the internet. This means learning about ethical behavior
online, which is just a fancy way of saying we need to be good digital citizens. Being
online gives us amazing ways to learn, share, and connect with people from all over
the world. But with these great opportunities come responsibilities.



Ethical behavior online includes understanding how to treat others with kindness
and respect, just like we do in person. It means thinking about how our words and
actions can affect others, keeping personal and private information safe (both ours
and others'), and knowing what to do if we see someone being unkind or unsafe
online.

We'll explore why it's super important to respect people's privacy, how to recognize
and stand up against cyberbullying, and the best ways to communicate in a positive
and respectful manner in all the online spaces we enjoy. By learning about and
practicing ethical online behavior, we can help make the internet a better place for
everyone.

So, let's dive in and discover how we can all contribute to a friendlier, safer digital
world together!

Learning objectives and goals:

| should be able to list examples of ethical and unethical behavior online.
| should be able to explain why respecting others' privacy online is important.
| should be able to demonstrate how to report or respond to unethical
behavior online.

e | should be able to distinguish between appropriate and inappropriate
sharing on social media platforms.

How can students ensure their online interactions are positive and
respectful towards others, and why is this important for maintaining a
healthy digital environment?

In the digital world, just like in the real world, how we talk to and treat others really
matters. Being respectful in online spaces means communicating with others in a
kind, considerate, and positive way. This is important because the internet is a place
where people from all around the world can meet, share ideas, and learn from each
other. To make sure these interactions are helpful and enjoyable for everyone, there
are some principles we can follow.

Principles of Respectful Communication Online

Think Before You Post: Before sharing something, take a moment to think about how
it might make others feel. Ask yourself if your message is kind, true, and necessary.



If it might hurt someone's feelings or spread false information, it's better not to
share it.

Use Kind Words: Choose words that are polite and considerate. Even when you
disagree with someone, you can express your opinion in a respectful way, without
using harsh or offensive language.

Listen and Understand: Pay attention to what others are saying. Try to understand
their point of view, even if it's different from yours. Showing that you respect other
people's opinions helps create a friendly and open environment.

Respect Privacy: Just like in real life, people's privacy online is very important. Don't
share someone else's personal information without their permission. This includes
photos, phone numbers, and anything else that is private.

Stand Against Bullying: If you see someone being bullied or treated unfairly online,
don't join in. You can stand up for the person being bullied, report the behavior to a
trusted adult or the website, and offer your support to the person who was hurt.

Why It's Important

Creating a positive and respectful online environment is important for several
reasons:

Safety: When everyone is respectful, online spaces are safer and more welcoming
for everyone. This encourages more people to share their thoughts and ideas,
creating a richer and more diverse environment.

Learning: Respectful interactions make it easier to learn from each other. When we
feel safe and respected, we're more likely to ask questions, share our knowledge,
and participate in discussions.

Mental Health: Being kind and receiving kindness in return can make us feel good
and reduce stress. On the other hand, unkind or disrespectful interactions can lead
to feelings of sadness, anxiety, or loneliness.

Building Relationships: By communicating respectfully, we can build strong and
positive relationships with people around the world. These connections can enrich
our lives in countless ways.

In summary, by practicing respectful communication in digital spaces, students can
help ensure that online interactions are positive, enriching, and enjoyable for
everyone involved. This not only makes the internet a better place but also teaches
valuable skills that are important in all areas of life.



What steps can students take to prevent cyberbullying and support
peers who may be affected by it?

Cyberbullying is when someone uses the internet or digital devices like smartphones
to bully, harass, or intimidate someone else. It can happen on social media,
messaging apps, gaming platforms, and more. This kind of bullying can have serious
effects on individuals and the communities they are part of.

Consequences of Cyberbullying

For Individuals: People who are cyberbullied can feel very alone, sad, and scared.
They might start to see themselves in a negative way, feel anxious or depressed, or
even fear going to school. Some might have trouble sleeping or experience changes
in their eating habits. Because it's online, cyberbullying can feel like it's happening all
the time, which can be overwhelming.

For Communities: Cyberbullying doesn't just affect the person being bullied; it can
also impact friends, families, and entire communities. It can create an environment
of fear and distrust, making people less likely to share and communicate online.
Schools and neighborhoods can become less friendly and safe places to be. It can
also lead to a culture where bullying and negativity are seen as acceptable.

Steps to Prevent Cyberbullying

Speak Up: If you see someone being bullied online, it's important to speak up. You
can report the bullying to a trusted adult, like a teacher or parent, or use the report
features on social media platforms.

Support Peers: If you know someone who's being cyberbullied, show them you care.
Listen to them, offer your support, and remind them that they're not alone. Being
there for someone can make a big difference.

Educate Yourself and Others: Learn about cyberbullying and share what you know
with friends and family. The more people understand about the harm it causes, the
more they can do to stop it.

Practice Kindness: Lead by example. Treat others with respect and kindness online.
If everyone did this, cyberbullying would be much less of a problem.

Use Privacy Settings: Make sure your social media accounts are set to private, and
only accept friend requests from people you know in real life. This can help protect
you from potential bullies.

Think Before You Post: Remember that what you post online can affect others.
Always think about how your words or actions might impact someone else before
you share something.



By taking these steps, students can help prevent cyberbullying and create a safer,
more positive online environment for everyone. Supporting each other and standing
up against bullying can make a big difference in the lives of individuals and the
health of communities.

Why is it crucial to respect others' privacy online, and what are the
potential risks of sharing personal information without consent?

Privacy in online interactions is very important. It's like having a personal space or a
secret diary that you don't want everyone to see or read. When we're online, we share
information about ourselves, sometimes without even realizing it. But it's crucial to
be careful about what we share and to respect the privacy of others as well. Let's
talk about why this is so important and what could happen if we're not careful.

Why is Privacy Important Online?

Safety: Your personal information is valuable and can be misused if it falls into the
wrong hands. Sharing too much online can lead to identity theft, where someone
pretends to be you to steal money or get other benefits. It can also increase the risk
of scams and hacking.

Reputation: What you post online can affect how people see you in the future.
Colleges, universities, and employers often look up information about you on the
internet. If they find private or embarrassing things, it might influence their
decisions.

Personal Well-being: Keeping certain things private helps you maintain control over
your life and well-being. It allows you to choose who knows what about you and to
protect your emotional health from negative comments or bullying.

Respecting Others' Privacy

Just like you wouldn’t want someone to share your secrets without asking you, it's
important to treat others the same way. Here's why:

Consent: Always ask for permission before sharing information, photos, or videos
that include someone else. They might not want those details made public, and
sharing without asking can damage trust and friendships.

Impact: Posting something about someone else might seem harmless to you, but it
could have a big impact on their life and feelings. They could be embarrassed, upset,

or even get into trouble because of what you shared.

Potential Risks of Sharing Personal Information Without Consent



Cyberbullying: Personal information can be used to bully or harass someone online,
which can lead to serious emotional distress.

Fraud and Scams: Scammers can use personal information to trick people into
giving them money or more information.

Unwanted Attention: Sharing personal details can attract attention from people you
don't want to interact with, including strangers with bad intentions.

How to Protect Privacy

Think Before You Share: Always pause to consider the consequences of sharing
information online.

Use Privacy Settings: Social media platforms have settings that let you control who
sees your posts. Make sure to use them to keep your information secure.

Educate Yourself: The more you know about online privacy, the better you can
protect yourself and respect the privacy of others.

Remember, once something is online, it's hard to take it back. So, it's important to be
thoughtful and careful about what you share and to respect everyone’s right to
privacy in the digital world.

Let us hear 5 to10 new words about the topic to expand vocabulary

e Privacy: Keeping something private or secret; in the digital world, it refers to
keeping personal information secure and controlled.

e Consent: Permission for something to happen or agreement to do
something.

e Identity Theft: A type of fraud that involves using someone else's identity to
steal money or gain other benefits.

e Reputation: The beliefs or opinions that are generally held about someone or
something.

e Cyberbullying: Bullying that takes place over digital devices like computers,
smartphones, and involves sending, posting, or sharing negative, harmful,
false, or mean content about someone else.

Scams: Dishonest schemes or frauds designed to cheat someone.
Fraud: Wrongful or criminal deception intended to result in financial or
personal gain.

e Emotional Distress: A state of mental suffering and distress that may be
caused by an experience that is deeply disturbing or distressing.

e Unwanted Attention: Undesired or unsolicited attention from others, which
can be uncomfortable or threatening.

e Digital Footprint: The information about a particular person that exists on the
Internet as a result of their online activity.



Now it's time to do a few tasks and think about what we just learned.
Tasks:

1. Reading Task: Read a short article or story about a person who faced
consequences due to unethical online behavior. Summarize the story and
discuss the lessons learned regarding digital ethics.

2. Writing Task: Write a reflective essay on the importance of ethical behavior
online, including personal responsibility and the impact on others. Include
suggestions on how to make positive contributions to digital communities.

3. Listening Task: Listen to a podcast episode or watch a video that discusses
real-life incidents of cyberbullying or privacy violations. Note the key points
made about how these situations were handled and the role of ethical
behavior in preventing such incidents.

4. Speaking Task: In pairs, role-play a scenario where one student witnesses a
peer engaging in unethical online behavior, and they must decide how to
address it. Practice the conversation, focusing on respectful communication
and the importance of ethical actions.

Once you have answered the tasks, this episode ends.

Here start the ideas for the teachers:
Ideas for the teacher

e Discussion Circle: Facilitate a class discussion on what it means to be
ethical online. Encourage students to share their views and experiences
related to cyberbullying, privacy, and respectful communication.

e Interactive Quiz: Create an interactive quiz with scenarios of online
interactions. Ask students to identify if the behavior in each scenario is
ethical or unethical and explain why.

e Privacy Settings Workshop: Conduct a hands-on workshop showing students
how to adjust privacy settings on popular social media platforms. Emphasize
the link between privacy settings and ethical online behavior.

e Digital Footprint Mapping: Have students create a "digital footprint map" that
outlines the types of information they've shared online. Discuss how each
piece of information contributes to their digital identity and the importance of
thoughtful sharing.

e Ethical Dilemmas Debate: Organize debates on ethical dilemmas faced
online, such as sharing someone else’s content without permission or
responding to offensive comments. This encourages critical thinking about
ethical decision-making.



